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A Letter from the United Nations Society Executive
Hello Delegates, 

Welcome to CarleMUN 2017, and welcome to a taste of our family. To those joining us 
for the first time, welcome as well to the United Nations Society. Throughout the years, 
we have made it a particularly important point to highlight how the UNS is more than 
just a club on Carleton’s campus. It is something greater. Among our ranks you’ll cer-
tainly discover those who strive to improve upon their debate and public speaking skills, 
and we’re happy to say that the multitude of national and international conferences we 
attend are a great way of doing so. More likely, however, you’ll first run into those who 
are here for the fantastic comradery that will surely last them, and you, a full universi-
ty career. The Executive prides itself on supporting these bonds, and we use a myriad 
of events such as exciting socials, academic programing and engaging speaker-series 
to encourage their growth. Of all of these opportunities, we’d be amiss to say that our 
annual internal conference isn’t our pride and joy, and thus why so much heartfelt time 
and effort is invested into ensuring its continuous success. We hope that you are as ex-
cited about CarleMUN 2017 as we are.   

This weekend you’ll have the opportunity to debate some truly engaging subjects. Will 
those among you in the Legal Committee find George W. Bush guilty of ordering war 
crimes during the Second Gulf War? Perhaps you’ll be too busy creating innovative solu-
tions to climate change in the Asia-Pacific region? Or was the lure of regulating Lethal 
Autonomous Weapons through the CCW too enticing to deny? No matter the topic, every 
committee has been specifically designed in order to challenge you while still providing 
fun and engaging dialogue throughout the course of the weekend. None of us expect 
you to have the perfect response to these issues, and we were all in your shoes once as 
well. Not a single person in the room is an expert, but everyone is capable of contribut-
ing to something greater. Model UN can seem daunting at first, and it’s for that reason 
that teamwork and corporation are key to achieve a finished product that you can feel 
proud about. Through this teamwork you will build bonds that will serve you not just in 
committee this weekend, but in many different avenues as well. 

If all this is not enough to settle your worries, remember that the many returning del-
egates in the room are there to be used for guidance, and are willing to help at a mo-
ment’s notice. Your Chairs, as well as the CarleMUN staff, are almost all current or previ-
ous Executive members who wish nothing more than to see you have a good time. If you 
ever feel lost as to the Rules of Procedure, flow of committee or topic of debate, never feel 
shy to ask for some clarification. If you’d like a head start at understanding these in-and-
outs, our fantastic Training Directors, Kelsey & Sam, have a thorough Guide under the 
‘Training’ section of unsociety.com. 

https://unsociety.com/training/
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In conclusion, thank you. Thank you for deciding to take the time this weekend and in-
vesting in our wonderful Society. Our team has been working hard all summer planning 
not just the behemoth that is CarleMUN, but the dozens of events and initiatives we have 
lined up for the upcoming school year. We’re so excited to see the thoughtful debates 
that will be had during the day, and the intoxicating laughs later that evening. It’s the 
only gratitude we seek in offering you our hard work. In speaking about the evenings, 
however, let us finish with 2 small tips: i) Come out to the socials and dinners we have 
planned after committee! It’s a fantastic way to get to know everyone in the Society and 
build those bonds that we spoke of earlier. Trust us when we say that Model UN is only 
one small part of what makes the Society so endearing. ii) Make sure to give your first 
speech in committee. Ask any veteran member and they’ll all tell you that no matter how 
experienced they are, the first speech is always the hardest. We promise, though, that 
every single one after only gets easier. 

If you have any questions at all, feel free to send an email to info@unsociety.com, or to 
one of your Chairs, which can be found on their bio on the website. 

See you all September 22. We can’t wait to meet you! 

Yours, 

The Board of Executives
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Letter From Your Chairs
Josh Morency - Head Chair
Hello Delegates,

It is with great excitement that I welcome 
you to CarleMUN 2017 and to our committee; 
Uncanny Warfare: The Law of War on the Cut-
ting-Edge. For those whom I have not yet had 
the pleasure of meeting, I am Josh Morency 
and, in addition to being you UNS Director of 
Programming for this year, will be acting as 
one of your chairs for this committee. I also 
have the distinct honour of being joined on the 
dais by Jocelyn DeMone and Emily Manzerole, 
and I am exceptionally grateful for their willing-
ness to benefit this committee with their invalu-
able experience with both MUN and the special-
ized subject matter of our committee. 

I have had the amazing opportunity to participate in United Nations Society and MUN 
events since my first year at Carleton an I lack words to express how grateful I am for 
the experience. The confidence and skills MUN gave me in public speaking, research, 
the more intimate dynamics of international relation and in myself have served me well 
in my academic pursuits, in extra-curriculars outside of MUN (in particular mooting 
for Carleton Legal Studies Society) and, perhaps most critically, in my brief internship 
working with an organization dedicated to strengthening international norms in con-
flict zones and UN reform. That said, while I have been a member of UNS and an avid 
MUNer since my first year, I have, before now, yet to have the opportunity to chair a com-
mittee. As this will be my first opportunity to chair a committee I am extremely excited 
and hopeful for this committee. I am particularly eager to be acting as a chair for this 
committee as its subject matter is so topical and intriguing.

This committee and conference comes about as a result of months cumulative efforts on 
the part of all your chairs and UNS executives and we are all incredibly excited to share 
this experience with you. But for me personally, the subject matter of this committee is 
the culmination of much more than a few months. As a student in Carleton’s Global Pol-
itics program, now beginning my fourth year, I have had the opportunity to study inter-
national politics and state relations, but also to spread my pursuits to legal studies and 
philosophy as well. It is in the crossover between global politics and legal studies that I 
became fascinated by jus in bello, the laws of war, and disarmament treaties, but I have 
philosophy to thank for introducing me to the ethical and moral questions presented by 
radical advances in technology. These interests coalesced into a deep passion and inter-
est in the political, legal and ethical implications of advanced technologies in warfare, in 
particular, the implications of advanced Artificial Intelligence and Lethal Autonomous 
Weapons Systems. My hope is that you all will be equally inspired and have your interest 
Training Documents

@Training Directors
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sparked by the topics addressed by this committee, and that this weekend proves to be a 
rewarding experience for all involved.

In conclusion delegates, allow me to conclude with a few select words of advice: know 
your subject matter, speak well but backroom better, get yourself on the primary speak-
ers list, if all else fails fake it ‘til you make it and, to paraphrase everyone’s favourite 
well-muscled killing machine, come with me if you want to MUN.

Best regards,

Josh Morency
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Letter From Your Chairs
Emily Manzrolle - Co-Chair
Hello Delegates,

My name is Emily Manzerolle, and I am a 
fourth year Public Affairs and Policy Man-
agement student. I am currently specializing 
in human rights with a minor in law, though 
it was through Model UN that I found my 
passion for international law and diplomacy. 
Personally, I have a strong passion for queer 
rights, law, and comic books, and will be 
taking the next year to do co-op work with the 
Department of Canadian Heritage. 

My Model UN career has led me to focus my 
courses and career goals in these areas, and my passion for Model UN has led me to 
serve as an Under-Secretary General at the 2018 Canadian International Model United 
Nations conference. Additionally, I have been a member of the Carleton United Nations 
Society for the last three years, including a term as a Co-Director of Training. I have 
attended 10 different conferences, and have experienced a wide variety of committees, 
though my passion has always been in security-based Specialized Agencies like the 
CCW. 

This committee, I’m really looking forward to seeing meaningful debate and growth 
from delegates. For many of you, this will be your first MUN experience, which can be 
nerve-wracking. For older members, I hope you will take this opportunity to try a new 
type of committee, assignment, or to engage with an aspect of debate you typically shy 
away from. CarleMUN is about growing as a delegate, trying new things, and most of all, 
getting to know your fellow members. Take some time this weekend to get to know the 
delegates around you. If you see someone struggling, offer support or encouragement. 
Don’t be afraid to approach someone and ask for or offer advice, or make a new friend.

My MUN experience has shaped my time at Carleton, and I hope it can have the same 
impact for all of you.  I look forward to meeting all of you and getting to know you over 
the curse of this committee, and hopefully the year to come. Best of luck in all of your 
preparations, I look forward to seeing you in committee!

Sincerely,

Emily 
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Letter From Your Chairs
Kiernan McClelland - Co-Chair
Hello delegates,

What does Al Pachino’s character say in The God-
father: Part III? That “[j]ust when I thought I was 
out, they pull me back in”. Yah, that’s kind of what 
Carleton’s Model UN has been like for me over the 
past couple years. That being said, as you delegates 
get older and progress throughout your time with 
the society, you too will become like me – part of 
the infamous “old breed”, moving on with the other 
silver-haired veterans, your colleagues and friends 
that you will meet over the next few years, onto big-
ger and better things. 

But who is this Byronian poet who writes to you know? My name is Kiernan McClelland. 
I am a four-year veteran of Carleton’s Model UN Society and an all-around swell guy. I 
once won a gavel many moons ago by telling Americans that, in the context of the 18th 
century, it wouldn’t take the U.S. Army three hours to walk from Toronto to Ottawa in 
white-out conditions and that Fort Henry was, in fact, the most heavily armed installa-
tion on the St. Lawrence River. Since my temporary breakup from Carleton, I had been 
hired by the University of Calgary to train their University of Calgary Model United 
Nations Team (UCMUNT) in NATO procedure. I’ve also travelled around North America 
and Europe working with members of the Department of National Defence and NATO 
War College by serving as either the Secretary-General or Chair for several internation-
al Model NATO competitions.

Non MUN-related, I study and write about space weapons. That’s it. You should go check 
them out (I hear they’re pretty cool). Also, I’m working on my PhD.

Over the course of the conference, I will serve as a chair, a mentor, and a friend. Like a 
Ben Kenobi to your Luke Skywalker. Except instead of teaching you how to fight with a 
lightsaber, I will help in providing advice to you over the weekend on how to better use 
diplomacy to achieve your goals within the committee. Remember that there are no stu-
pid questions, only stupid answers (so ask a lot and ask often).

You all have joined an organization that is renowned across the continent as one of the 
top Model United Nations teams. Although you may be nervous, don’t be. We were all 
there at one point.  I look forward to observing your committee.

Welcome to the rabbit hole. 

Kiernan
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Letter From Your Chairs
Jocelyn DeMone - Co-Chair
Hey there, 

My name is Jocelyn, and I’ll be one of your over-
lords co-chairs for CarleMUN! Just so you know a 
little about me going into this conference, here’s a 
little bit about myself; I am a former UNS executive 
and have been involved in the society for about 4 
years now. In this time, I’ve attended more con-
ference than I can recount and have run several 
committees at Carleton MUN events. In June, I 
graduated from Carleton with a Bachelor of Arts 
Honours in Political Science and Communications 
studies; and during my time in these programs 
I focused mostly on International Relations and 
Defence Studies, as well as Discourse Analysis and 
Public Relations. Now that I’ve peace-d from school life, I’ve begun a full-time position 
with the Department of National Defence, doing policy analysis (the details of which I 
will bore you with at another time). 

As mentioned, I focused my undergrad on defence, and have experience from these stud-
ies research and analysis surrounding cyber “warfare” and its implications on interna-
tional intelligence and security. With the growing prominence of cyber “attacks” and 
incidents, this issue has become more prevalent and something that should be on the 
forefront of our minds when thinking about international security moving forward in 
the 21st century. All rules are out the window – attacks used to be overt spectacles of a 
states’ intent, but now a nation can launch an unattributatble covert cyber attack on an 
enemy, that has massive implications for international security with no tie to any specif-
ic state. It’s a whole new ball-game – and I am in the stands watching the innings closely. 
I love this stuff, and I can’t wait to spend a whole weekend looking at the intricacies of 
cyber and defence policy.

With that, I am so pleased to be one of your co-chairs at this upcoming CarleMUN. I’ve 
been doing model United Nations and Model Parliament for over seven years now, and it 
never gets old. I have delegated in many committees in the past, and I can assure you we 
never fail to have a good time (while also learning and developing our public speaking 
skills). I can’t wait to see you all debate and negotiate over the week-end. 

See you soon!

Jocelyn DeMone
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Introduction
The Convention on Prohibitions or Restrictions on the Use of Certain Conventional 
Weapons Which May be Deemed to Be Excessively Injurious or to Have Indiscriminate 
Effects, or more commonly known as the Convention on Conventional Weapons (CCW), 
was initially adopted along with the first three annexed protocols on 10 October 1980 
and entered into force on 2 December 1983.  Since this time, 121 states have become 
party to the Convention, two additional protocols have been added to the convention and 
one of the initial protocols, Protocol II, has been amended. 

Protocol IV on Blinding Laser Weapons, which was the first additional protocol added 
to the CCW and entered into force in 1998, was novel and significant as it banned a 
technology of military utility before its use on the battlefield could become the norm, 
thereby pre-empting the use of a burgeoning weapon technology. As the International 
Committee of the Red Cross (ICRC) noted, the addition of Protocol IV was the first time 
since the Saint Petersburg Declaration of 1868, which banned the use of newly innovat-
ed explosive musket balls, that “a weapon of military interest has been banned before its 
use on the battlefield and before a stream of victims gave visible proof of its tragic ef-
fects.”1 This committee will ask delegates to endeavour to once again pre-empt the mass 
proliferation of developing weapons technologies that may have mass indiscriminate 
effect on civilian populations and may, by their nature, be inherently inhumane.

This committee will seek to address the legal ramifications of two innovative technolo-
gies that have begun to permeate modern army’s arsenals and war making doctrines. 
Lethal Autonomous Weapons Systems (LAWS), or ‘killer robots’, are a subject of intense 
political, legal and philosophical debate for the international community. Once the stuff 
of sci-fi dreams, or more often nightmares, fully-autonomous robots designed to select, 
engage and eliminate targets are a rapidly approaching reality as more militaries seek-
ing to minimize the battlefield exposure of their soldiers, funnel resources into robot-
ics research. Cyber weapons, which have already entered the security and intelligence 
fields to devastating effect, offer state and non-state actors versatile means of achieving 
desired effects on a range of targets, effectively opening an entirely new and novel cate-
gory of warfare. Problematic for civilian populations, as well as international law, is the 
capacity of cyber weapons to target and interfere with the operations of public infra-
structure like hospitals, sensitive targets like nuclear power plants, and civilian proper-
ties like banks and computer enabled vehicles.

As human innovation marches forward, it is left to the state delegates of this committee 
to once again address what may be Pandora’s boxes waiting to be unleased.

1  (International Committee of the Red Cross 1995)
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Committee Overview
Type of Committee
This committee is a special meeting of state parties to the Convention, convened in 
hopes of cooperatively producing proposed Protocols governing the use of the two weap-
ons categories considered. 

This committee is considered a Specialized Agency (SA) at CarleMUN this year. Like oth-
er SAs and General Assembly committees, delegates of this body are representatives of 
their assigned government, but are not heads of state or government; as such, executive 
decisions or changes to your states foreign policy are not within your power. Further-
more, unlike what delegates may be accustomed to from experience in Crisis Commit-
tees, delegates in this body do not possess special operative capabilities or any individu-
al powers.  Critical to the success of the committee in creating possible new Protocols to 
the CCW, as well as to the individual success of delegates, will be successful diplomacy, 
clear and concise resolution writing, and a moderate comprehension of the relevant in-
ternational norms and laws relating to the CCW arms control regime. 

It is important to note that this meeting of states is not a formal conference of state par-
ties to the convention. As such, proposed Protocols drafted and passed by the committee 
are not consider annexed to the Convention, but are opened to the consideration of state 
parties following the procedure laid out in Articles 5 and 8 of the Convention. Howev-
er, all proposed Protocols will require a majority of the committee with no less than 18 
states party to the Convention casting votes in favour in order to be presented as a pro-
posed Protocol at the next review conference.2 

In the Context of the CCW
Compared to many of treaties and international bodies the Convention on Certain Con-
ventional Weapons has a unique structure consisting of two parts. The first, the general 
body of the CCW, contains the general framework and provisions for how the Conven-
tion operates, for example the procedures for review and the addition of new Protocols. 
The second part of the CCW are the Protocols annexed to the Convention that cover the 
substantive prohibitions and restrictions of certain types of weapons.3 

From the main body of the CCW, Articles 5 and 8 hold the most significance in relation 
to the goals of this body. Together these Articles detail the procedure for amending and 
adding Protocols to the Convention. The Protocols of the CCW hold the substantive ele-
ments controlling the use of certain weapons and, as a result, serve as examples of what 
proposed Protocol regimes may look like. Among the five existing Protocols, delegates 
can find a range of approaches to managing the harm of weapons technologies from 
the simple outright ban on non-detectable fragments in Protocol I to the restriction on 
specific types and uses of mines and booby-traps in Protocol II. Protocols also vary in 

2  (Convention on Prohibitions or Restrictions on the Use of Certain Conventional Weap-
ons Which May be Deemed to be Excessivley Injurious of to have Indiscriminate Effects - Am-
mended 28 November 2003 2004)
3  (The United Nations Office at Geneva 2009)
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their level of technical detail, compliance measures and temporal jurisdiction (whether 
focus is on actions in war, such as Protocol III, or in post-conflict, like Protocol V). Most 
importantly, it was in the amendment of Protocol II that first expanded the reach of 
an annexed Protocol to intrastate conflicts. This extension was latter expanded to the 
entirety of the CCW with the 2001 amendment. However, this change is only applicable 
to states who have actually ratified the amendment in their domestic jurisdictions and, 
moreover, it does not automatically extend to new Protocols. Going forward negotiators 
of new Protocols must be cognizant of defining the applicability of regulations to intra-
state conflicts and conflicts with non-state actors.4

Resolution
As stated above, proposed Protocols will be passed by majority of the committee inclu-
sive of no less than 18 states party to the CCW. However, all resolutions are expected to 
be the outcome of the greatest possible consensus that can be achieved by the commit-
tee, and your chairs will look most favourably upon proposed Protocols that are compre-
hensive, collaborative and representative of broad support and input. 

As all proposed Protocols are to be under the umbrella of the CCW, delegates ought to 
remain cognizant of the particular powers and constraints of the CCW when preparing 
and discussing proposals. In particular, delegates should keep in mind that not all state 
parties to the CCW agree on its jurisdiction in intrastate warfare and non-conventional 
conflicts. Furthermore, due to its unique structure, all state parties must agree to new 
Protocols but are not bound unless they ratify them and, as arm control regimes, Pro-
tocols need wide-reaching consent to be effective. As a final note, delegates should be 
aware that, while non-binding, agreement on conditions in proposed Protocols could be 
seen as a level of commitment by their states to pursue and/or refrain from certain objec-
tives and carry a degree of moral and political weight.

4  (Arms Control Association 2007)
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Cyber Weapons
Introduction 
Recent world-wide malware attacks, election scandals and leaks of sensitive digital 
information have proven that the era of cyber warfare has begun in earnest, making 
cyber weapons critical to states’ intelligence and security frameworks. The versatility 
of cyber-weaponry is its defining and most frightening feature, however, most critical 
to the concerns of CCW and this committee is the affect these weapons could potentially 
have on civilian populations. As the recent WanaCry ransomware attack made painfully 
obvious to the UK’s National Healthcare Services, a malware attack can quickly an easily 
cripple key pieces of public infrastructure.

When the CCW and its initial protocols were finalized in September 1980, Pac-Man had 
only just been released to arcades, the Commodore 64 was two years away from being 
released for the home consumer market and the World Wide Web would not be a reality 
for another decade. Since that time, developments in computer and telecommunications 
technology has connected the world like never before; and the vulnerabilities caused 
by these connections has become a hot button issue for national security strategists. 
In recent years high-profile hacking scandals and cyber-attacks have taken the topic of 
cyber-weapons from the pages of academic journals and back room discussions at gov-
ernment offices to headline news and a major topic of public discussion.

As the attention paid to the threat of cyber weapons has grown in the public mind, so 
too has it become a major concern of world governments. In 2010, the United Kingdom 
characterized cyber-attacks as “Tier 1” threats to British security, on par with interna-
tional terrorism, military crises between states and a major environmental catastrophe. 
In the same year, the United States issued its own National Security Strategy identifying 
the increasing capacity to weaponize cyber-space as “one of the most serious national 
security, public safety and economic challenges [they] face as a nation.” The US has also 
been seen to be an active participant in the pursuit, and possibly the use of, cyber-weap-
ons with the establishment of US Cyber Command as a branch of its armed forces and 
the US Department of Defence designating cyberspace as an operational domain for war-
fare in 2011. In this same time period other states, like Canada and the Russian Federa-
tion, and treaty organizations, like NATO, formally recognized cyber-warfare as an area 
of interest both defensively and offensively.5 

Despite the massive interest of states in cyber-weapons as a major security issue, inter-
national discussion regarding the regulation of the weapons technology under inter-
national humanitarian law has been noticeably absent. Regarding the applicability of 
extant laws of war to cyber-weapons, discussion has been left mostly to theoretical dis-
cussion been dominated by academics. While this is not to say this form of expert discus-
sion is not valuable, in fact the outcome of the most prominent discussion on the matter 
will be heavily cited below, academic discussion does not translate to formal regulative 
norms or state policy. In fact, conversation between states on the matter has rare. When 
such discussions have occurred and agreements reached they have tended to be bilateral 

5  (The International Group of Experts 2013)
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agreements mostly focused on the prevention of cyber-espionage and the protection of 
industry.6 When it comes to establishing and international legal regime towards regulat-
ing cyber-weapons, delegates have abundant room to work, and much ground to cover.

State of the Technology: Methods of Mayhem
Some may argue that to call cyber-weapons a ‘future technology’ would be a misnomer 
that belies the prevalence these systems already have and their already existing ca-
pacity to cause tremendous harm. The most infamous example of the already existing 
technological capacity to project harm from cyberspace to real space is without a doubt 
the Stuxnet attack. In the early 2000s uranium centrifuges in the Islamic Republic of 
Iran suffered catastrophic failures and damage caused by malicious computer code that 
accelerated and decelerated the centrifuges in rapid and unusual patterns, effectively 
causing the centrifuges to tear themselves apart. The source of this code, the computer 
worm now known as Stuxnet, was consider at the time to be the single most advanced 
malware program ever developed. Its very existence, and the discovery that its target 
was programmable-logic controllers (PLCs), units that are used to control everything 
from power plants to traffic lights, sent computer security analysts and governments 
around the world into crisis mode. 7 While the virus was known to have infected some 
100,000 systems worldwide four months after its discovery, with the greatest concentra-
tion of effected systems being in Iran, its origin and purpose was still unclear. What was 
known was that the advanced malware required significant resources to become opera-
tional, and that it was capable of doing significant harm in the physical world if its pay-
load were to find its mark.8 Over the next several months it would become increasingly 
clear that the targets of the StuxNet weapon were critical infrastructure components of 
Iran’s nuclear development program and, while neither state has confirmed its role, that 
the most likely culprits were the United States and the State of Israel.

However, Stuxnet is not the only, and potentially not even the first example of the de-
structive power of computer code. According to retired individuals from the United 
States intelligence and military institutions, the earliest example of weaponized comput-
er code causing significant damage predates the World Wide Web. In 1982, the US’s Cen-
tral Intelligence Agency was allegedly successful in tricking Russian agents into steal-
ing a control unit for a gas pipeline that had intentionally be loaded with a ‘logic-bomb’. 
The malevolent code loaded into the unit was supposedly the source of an explosion that 
destroyed a large section of the pipeline which, while taking no casualties, dealt a signif-
icant blow to the economy of the Soviet Union.9 This is a rather old and outdated exam-
ple of how computer-code may be weaponized however. In 1982, the operation required 
significant efforts by CIA and allied operatives in traditional espionage tactics in order 
to have the corrupted system physically connected to the targeted infrastructure. Since 
then the emergence and exponential growth of the internet and other telecommunica-
tions has meant that the world’s computer networks are connected like never before. 
While this interconnectivity has had positive effects connecting people and streamlining 

6  (The Canadian Press 2017)
7  (Gross 2011)
8  (Zetter 2010)
9  (Russel 2004)
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the flow of ideas, media and money, it has also opened the gates to a whole new realm of 
warfare, making cyber-weapons a blossoming field of opportunity for actors seeking to 
do damage to another. A much more recent example occurred in 2014, and is illustrative 
of the tactics that internet connectivity allows to hostile actors. Under the shadow of 
another infamous hack on Sony Pictures, a report released by Germany’s federal cy-
ber-security agency detailed an attack on a steel factory that caused significant physical. 
According to the report, hackers of unknown origin with significant resources launched 
a spear phishing attack against an unnamed steel manufacturer that managed to pene-
trate the plants production network and takeover the controls to the plant’s industrial 
blast furnace, causing major damage.10 

Real world events have also proven illustrative of the fact that the capacity for actors to 
deliver blows to public security can expand past attacks on physical structures. Formal-
ly, the use of cyber-weapons as a major component of warfare operation or in tandem 
with traditional ‘hard’ weapons to achieve military objectives has remained a mostly 
theoretical concept. In large part, however, this has been a result of a lack of conclu-
sive evidence of state participation in, or sponsorship of, major cyberattacks. While the 
difficulty in finding conclusive evidence of the culpability of one party or another does 
illustrate the problematic nature of cyber weapons, this effect is compounded by the fact 
that many cyber-attacks are carried out by ostensibly private citizens or other non-state 
actor groups (often self titling themselves ‘hacktivists’). Russia has frequently been 
implicated in this novel form of warfare that seemingly blends more traditional ‘psycho-
logical operations’ (or PsyOps) with the connective power of the internet. Some experts 
have pointed to the major hacking events that precipitated and occurred simultaneously 
as armed actions in the 2008 Russo-Georgian war and the ongoing conflict in Ukraine 
as illustrations of just such capacity.

Illustrative of this, during the 2008 Russo-Georgian, Georgian internet infrastructure 
was heavily assaulted by hackers. During the brief 2008 conflict between Georgia and 
Russian forces over 50 websites in Georgia related to communications, finance and 
government were targeted with digital defacement and Denial of Service (DDoS) at-
tacks, the latter of which prevented Georgian citizens from accessing information and 
seriously crippling the Georgian communication infrastructure.11 While it is still un-
known whether the attacks were Russian government operations or truly, the actions 
of private citizens undertook the hacks, it is known that the disorder in Georgia cause 
by the cyber-attacks complimented ground operations by Russian forces elsewhere in 
the country. More recently, throughout its ongoing conflict with Russian-supported 
forces, Ukraine has been hit by waves of cyberattacks. These attacks have varied in their 
targets and their purposes, with some seemingly only intended to deface sites with false 
information, like an attack on the website of the country’s Central Election Commission, 
while others had more noticeable physical impacts such as two attacks that cut power to 
thousands of civilian’s houses in the middle of the winter months.12 In recent months, 
Ukrainian businesses and financial institutions were hit as the primary geographic 
target of the NotPetya malware, which eventually affected computers worldwide and has 

10  (Sentryo 2016)
11  (Hollis 2011)
12  (Greenberg 2017)
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left many cyber-security experts suggesting that it was designed not as ransomware, 
as initially thought, but a destructive cyberweapon.13 In the first two weeks of August 
Ukraine’s central bank issued a warning to lenders that the country could face another 
similar attack soon after security services predicted that another attack similar to Not-
Petya could occur on August 24th.14

State of the Law
Despite the apparent proliferation of cyber-weapons as war making tools for state and 
non-state actors alike and the resultant exponential growth paid to the subject by strate-
gic thinkers and the security sector, any significant legal discussions of cyber-weapons 
at the international level have thus far suffered a failure to launch. As such, despite the 
current relevance of cyber-weapons to current domestic and international politics for 
many nations and the rapidly expanding capacities of state actors and others to cause 
incredible damage with cyber-attacks, the state of cyber-warfare under the law is ques-
tionable and in flux. Central to much of the legal debate regarding cyber weapons is 
whether existing laws of war and customary international humanitarian law can even 
be applied to cyber weapons and cyber warfare or whether the novelty and cross-border 
nature of cyberspace has rendered the old norms of warfare obsolete.

Efforts to place cyber-warfare and cyber-weapons under some form of legal framework 
for the lawful practice of warfare has been undertaken by some think-tanks and expert 
groups. Notably, the NATO Cooperative Cyber Defence Centre of Excellence, organized 
a meeting of experts from NATO member states in 2009 to examine how existing inter-
national humanitarian law, for example The Hague Regulations and the Geneva Conven-
tions, can be applied to cyber-weapon usage and to compile a manual to guide potential 
future use of cyber-weapons by state actors. The resulting document, the Tallinn Man-
ual on the International Law Applicable to Cyber Warfare,15 was published in 2013 and 
contained 95 ‘rules’ designed to replicate extant customary international law and treaty 
law and apply them to the case of cyber-weapons. The documents follow-up work, Tallinn 
2.0, publish in March 2017, similarly expressed 154 ‘rules’ intended to extend the cover-
age of the first document to peacetime legal regimes. 

Several of the rules included in the Tallinn Manual are novel in their attempt to place 
cyber-weapons under existing international legal norms and treaty regimes. The Manu-
al includes many rules that may inform or otherwise foreshadow future laws and trea-
ties. Rules 30 and 41 defines a cyber attack as “a cyber operation, whether offensive or 
defensive, that is reasonably expected to cause injury or death to persons or damage or 
destruction of objects” and cyber-weapons as “cyber means of warfare that are by de-
sign, use or intended use” capable of causing injury or death of persons or the damage 
or destruction of objects. Rule 44 and 60-65 could significantly restrict the use of mal-
ware like Trojan viruses by prohibiting cyber booby-trapping (following the customary 
law found in the CCW’s Mine Protocol), perfidy or treachery, and the use of protected 
indicators like the Red Cross, Red Crescent or UN insignia. Other notable Tallinn Rules 
include the protection of journalists from attack (Rule 79), the duty of care owed to sen-
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sitive sites like nuclear plants and dams (Rule 80), the protection of “objects indispens-
able to the survival of the human population” like foodstuffs, water, and medicine, and 
supplies or medical care (Rule 81).  

All this being said, despite the influence the initial Tallinn Manual has had, and the in-
fluence Tallinn 2.0 will likely also have, on the legal discussion surrounding the use cy-
ber weapons, it is in no way binding law. The drafters of the Tallinn Manual were frank 
and honest with readers when they noted that as the product of the personal capacities 
of a group of experts the Manual is not an official document and does not represent the 
position or practice of the Cooperative Cyber Defence Centre of Excellence, NATO or its 
member states and has no authority to do anything other than advise state practice. Ac-
ademics have also noted that the rules in the Tallinn Manual are exceptionally state-cen-
tric and as such may not address the very real likelihood that non-state actors and 
entities may utilize cyber weapons.16 Moreover, the Tallinn Manual is compiled solely 
by Western academics, experts and military minds meaning there is much room for the 
perspectives of the Global South and non-Western states to be heard regarding the legal 
management of cyber warfare. 

While some experts, like those behind the Tallinn Manual, see the potential for cyber 
weapons to be covered by existing treaties and international norms, questions remain 
as to the authority over, and the applicability to, cyber weapons held by the extant laws 
of war. These questions will remain until state actors can begin to form a consensus 
rectifying these new class of weapon, and arguably entirely new concept of war, with 
decades-old treaties, international norms and global order. 

16  (Tsagourias 2014)
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Issues
Issues of Control
One of the foremost concerns with cyber-weapons, and with arms control in general, is 
for the potential proliferation of weapons technology and its acquisition by non-state 
actors. The capacity for cyber weapons to cause massive damage, remotely, and at low 
cost, make them highly desirable weapons for non-state actors like terror groups. In 
recent months two cyber-attacks, “WannCry” and “NotPetya”, the latter of which struck 
the infamous Chernobyl nuclear reactor, are believed to have been developed from a 
piece of software technology known as “EternalBlue” originally developed by the US’s 
National Security Agency.17 Potentially aggravating this risk is the seeming trend of 
states carrying out cyber-attacks through proxy networks of ‘hacktivists’ and other non-
state actors, risking the loss of control over government produced cyber-weapons. 

Delegates may also find it pertinent to discuss the legal implications of attacks carried 
out by non-state ‘hacktivist’ groups when non-proliferation efforts fail. As several pre-
vious examples illustrate, notably the cases of Georgia and Ukraine discussed above, 
cyber attacks are frequently carried out by groups with unknown or at least unclear 
connections to state parties. While these situations raise issues of attribution, the legal 
threshold for determining whether an attack is the fault of a state, it also raises issues of 
how state’s address cyber attacks originating from non-state actors.18 While self-defence 
is a right allocated to all states under customary international law, collective punish-
ment is a similarly prohibited practice that could potentially prohibit efforts to pursue 
non-state groups working from within civilian cyberspace.19

Impact on Civilian Populations
Of course, the primary concern of the CCW, and many other disarmament treaties, is 
the humanitarian impact of particularly devastating weapons and while cyber weapons 
may be novel in their design and capacities, they nonetheless threaten civilian popu-
lations with a similar degree of harm. While the very nature of cyber weapons makes 
them exceptionally versatile when in comes to selecting targets and the form of the 
harms affected against them, it also makes them potentially indiscriminate weapons of 
large-scale destruction. In the words of one scholar, “it is due to the interconnectivity of 
computer systems that cyber [weapons] may lead to new types of civilian destruction. . . 
when employed in an armed conflict, such operations are a constant challenge to the jus 
in bello principle of distinction, as they may affect military objectives and civilian popu-
lations alike.”20 
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This is to say noting of the harms that could be inflicted upon civilian populations 
through direct attacks on critical infrastructures like power plants, as occurred in 
Ukraine, health care and transportation, as happened with the WannaCry attacks, or 
even agriculture, which could effectively starve an entire nation with the click of a single 
button.21

There is also the matter of attacks that do not cause measurable physical harm as they 
fall outside the traditionally understood definition of the use of force in internation-
al law.  As one academic notes; “the manipulation of a state’s economic data may have 
serious repercussions on the state’s economic and political well being, which may not 
translate into immediate death or destruction”.22 Similarly, cyber weapons used to dis-
rupt critical information infrastructures, cause distrust in civil institutions or otherwise 
cause discord among a states population can have serious ramifications for civilians 
without necessarily causing physical destruction. 

Key Questions to be Answered
1. What authority and applicability do decades-old treaties and norms like the Geneva 

Conventions, the UN Charter and the Convention on Conventional Weapons hold 
when dealing with the radically new technology and warfighting doctrines present-
ed by the emergence of cyber weapons?

2. What is a cyber-weapon and cyber-attack? Does their nature expand the reach of the 
laws of war outside of times of war or open hostilities?

3. How can civilians be protected and the harm of cyber weapons be minimized by exist-
ing, or new, treaties or legal norms?

4. How do you prevent the proliferation of cyber weapons to non-state actors or rogue 
states? Is a verification process possible to enforce restrictions on cyber weapons?

21  (Acharya and Acharya 2017)
22  (Tsagourias 2014)



20

Lethal Autonomous Weapons Systems
Introduction
Lethal Autonomous Weapons Systems (LAWS), or ‘killer robots’, are a subject of intense 
political, legal and philosophical debate for the international community. Once the 
stuff of sci-fi dreams, or more often nightmares, fully-autonomous robots designed to 
select, target and kill independent of human decision making and control are a rapidly 
approaching technological breakthrough. The two primary factors driving this march 
forward are recent advances in artificial intelligence and increased investment into 
the robots field by wealthy militaries seeking to minimize the battlefield exposure of 
their soldiers. Many nations have actively pursued the development of LAWS, or at least 
shown interest in supporting the development of military robotics.

The inclusion of artificial intelligence in military systems and increasing reliance on au-
tomation in military systems became a major focus in military affairs soon after the turn 
of the millennium. While advancements in computer engineering and other technolog-
ical advances were incorporated into many categories of military hardware, it was the 
advent of remote-operated semi-autonomous systems and the that spurred a new wave 
of military interest in robotics. Of these systems, Unmanned Aerial Vehicles (UAVs), have 
rapidly become the most recognizable and prolific examples of the new age of weapon 
innovation. The most iconic of this new species of war machine, the American designed 
General Atomics Predator, began its time in military service as a recognisance and 
surveillance platform, allowing US military and intelligence personnel to gather intel-
ligence remotely and safely just before the turn of the millennium. In this role, the USA 
first deployed unarmed Predators overseas during missions in the Balkans in the mid to 
late 1990s for use in surveillance missions.23 

It was not until American military focus became redirected towards global terrorism 
and asymmetric warfare in remote locales in the early 2000s that the Predator would 
transition from an unarmed watcher, to a lethal stalker.24  Over the next decade and 
a half, the Predator and other drones would rapidly become the weapon of choice for 
nations engaging targets overseas with the USA in particular heavily relying on drone 
carry-out targeted killings of terror actors in foreign states, including those there are 
not at war with. As is well-known, the use of unmanned drones as weapons of war and 
in counterterrorism activities has been highly controversial with many human rights 
groups, legal advocates and politicians around the world raising ethical and moral con-
cerns about the devaluation of human life, the desensitization of killing and the low-risk 
of aggressive military action that drones seemingly provide.

However, for all the ethical, legal and political controversy that remote operated drones 
have led to, they pale in comparison to their rapidly developing and soon to be realized 
higher-tech descendants. While behind every drone, even the most highly advanced 
semi-autonomous systems capable of independently taking-off, landing, maintaining 
flights paths and even target acquisition, is a human operator who, sometimes mistak-
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enly, identifies targets and makes the decision to engage them with lethal force.25 Fully 
autonomous systems differ from their remote-operated predecessors in one, fundamen-
tal, key way: there is no human at the controls. In many ways, the debates about these 
future war machines, that in the eyes of some experts have already arrived, mirrors 
many of the criticisms of drone warfare but the factor of automation shifts the debate 
into an entirely new light. Can existing international humanitarian law handle situa-
tions where the guilty party is a machine? Does the possibility for enhanced precision 
with machines provide an opportunity to better protect civilians in conflict? Or is the 
decision to provide computers with the authority over life and death inherently offensive 
to our very understanding of morality and the value of human life? It is these radically 
new weapons of war that this committee is tasked with discussing, legally defining, and, 
if possible, regulating under the laws of war.

State of the Technology: March of the Machines
While the technological capacity for states to field entire armies of robotic soldiers may 
still be years away, that does not mean that states will not able to field fully-autonomous 
weapons systems in the near future. In fact, some experts and commentators who follow 
the advancement of autonomous weapons and military AI closely are of the opinion that 
some systems already developed and used by militaries worldwide could be consider 
Lethal Autonomous Weapons Systems.

“Defensive” Weapons Systems
Several weapons systems currently deployed by militaries worldwide as defensive 
countermeasure, some of which have been around for decades, function autonomously 
with lethal capacity and could, therefore, quite feasibly be considered LAWS. Among 
these systems are technologies known as hard-kill Active Protection Systems (APS) 
which have ben used by militaries in varying capacities for several decades. One of the 
older and most prevalent examples of a hard-kill APS is the Raytheon Phalanx Close-In 
Weapons System (CIWS or ‘sea-whiz’), which is currently deployed by at least 30 navies 
around the world and automatically detects and destroys missiles and aircraft.26 While 
protective systems like the Phalanx CIWS are arguably strictly defensive technologies, 
academic research in the field of international security has shown that the distinction 
between offensive and defensive weapons is rarely as clear. 

More recent developments in automated defence systems raise greater concern regard-
ing their capacity to independently target and kill human targets. High-security bor-
ders in particular have become areas where states have shown increased interest in the 
development and use of armed automated systems. Along the border between South and 
North Korea, the South Korean military has funded the development of, and reportedly 
deployed, the Samsung SGR-A1, an automated 5mm machine gun turret designed to 
assist, or replace, human patrols along the South Korean side of the DMZ. While the 
developers of the SGR-A1 have said that the decision to kill should be left to a human, 
they also included a fully autonomous mode, allowing the system to make kill decisions 
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independent of human control.27 More recently, a more powerful automated turret,with 
significantly greater range, the DoDAAM Super aEgis II, has also debuted in South 
Korea and been bought by customers all over the world.28 With a range of roughly 2.5 
kilometres, the system is capable of targeting and engaging targets with machine gun 
fire, automatic grenade launchers, surface-to-air missiles and a wide assortment of oth-
er munitions.29 

Loitering Munitions
Prime examples of existing systems that could fall within the definition of LAWS is the 
Harpy loitering munition, and its larger variant the Harop (or Harpy 2), manufactured 
by Israel Aerospace Industries. The IAI Harpy and the IAI Harop loitering munitions, 
sometimes dubbed “suicide drones” or “kamikaze drones” due to their function, fall 
between advanced ‘smart bombs’ or cruise missiles and UAV drones like the Predator 
series. Designed to perform in Suppression of Enemy Aid Defense (SEAD) operations, 
which has traditionally relied on manned aircraft with specially trained operators, to 
eliminate air defense installations like Anti-Aircraft Artillery (AAA) and Surface to Air 
Missile (SAM) sites. Loitering munitions like the Harpy systems are designed to be 
small and stealthy enough to avoid detection by radar systems and use radar signals 
to locate their targets at which point they self-destruct into the target like a traditional 
missile. 

Despite primarily being intended for use against equipment and weapon installations, 
loitering munitions are still criticized due to their autonomous functioning that allows 
them to select and engage targets without human intervention. This could prove prob-
lematic even if the systems chosen prey is a radar station as humans may be in prox-
imity to the equipment, particularly in urban combat environments. Moreover, while 
initially intended for SEAD missions, loitering munitions have begun to be developed 
and modified to fill additional roles on the battlefield including man-portable anti-per-
sonnel and anti-vehicle purposes, an example being the alleged use of an IAI Harop 
by Azerbaijan in 2016 to destroy a vehicle of Armenian soldiers during clashes in the 
Nagorno-Karabakh region.30 Currently, ten countries, Israel, Turkey, China, USA, Uz-
bekistan, South Korea, Azerbaijan, German, India and Kazahkstan, are reported to be 
developing or deploying loitering munitions.31

In addition to already developed threshold technologies, and several systems that could 
qualify as LAWS, many states have continued to pursue research in automation and ro-
botics technologies. Notably, the United Kingdom, while stating its weapons will always 
be under human control, has been funding the development of the BAE Systems Tara-
nis, an autonomous combat UAV.32 Elsewhere, the USA has continued to pursue robots 
for a wide range of military roles with a high-ranking general predicting in 2014 that 
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robots will replace a quarter of American soldiers by 2030.33 The USA has also pursued 
the development of larger automated platforms like the Sea Hunter, a self-piloting, 
fully-autonomous warship.34 Other nations like China35 and Iran36 have also displayed 
efforts to automate their armies and have developed and deployed armed robots with 
varying degrees of independence, but the state most dedicated to fielding robot armies 
may be Russia. Over the last few years Russia has focused heavily on the development 
of robots for many combat roles and environments. While some commentators have said 
that Russia is far behind states like the USA and Israel, others raise concern that the 
entrance of Russia into the autonomous weapons field paired with its perceived will-
ingness to ignore ethical and political cautions could result in an all-out robotics arms 
race.37

Issues
Dilemma of Dual Use
A significant obstacle in to preventing the emergence or proliferation of LAWS is the 
closely linked and parallel developments in robotics for both military and peaceful civil-
ian use. While seemingly far apart in both purpose and design, technologies developed 
by private companies for civilian use, for example self-driving cars, increasingly capa-
ble AI personal assistants, remotely operate surgery robots or automated care robots 
for work with the elderly, all rely on and push forward technologies that could be used 
to create autonomous weapons systems. Moreover, certain military developments and 
applications of robotics have shown potential to be beneficial both on the battlefield 
in non-lethal and live-saving capacities and in humanitarian and disaster relief mis-
sions. The US Defence Advanced Research Projects Agency (DARPA) has funded the 
development of and experimental deployment of robots both domestically during the 
recovery operations after the September 11th, 2001 terror attack on New York and the 
2011 Fukushima nuclear disaster. Since the Fukushima disaster in particular DARPA 
has increased its interest and funding for robots capable of operating in disaster zones 
or other hazardous environments, a need that may become increasingly needed as a 
result of aging populations, climate change and the proliferation of weapons and strat-
egies capable of catastrophic damage among non-state actors. That said, while it has 
been stated that none of the specific robots being developed under this program will be 
weaponized or made fully autonomous, DARPA, partnered research firms and expert 
observers have all noted plainly the dual-use nature of much of the technologies under 
development or that may emerge from the program. 

In regard to a legal regime regulating the automation of weapons systems, and poten-
tially preventing the emergence of LAWS all together, this complex web woven by the 
dual-use nature of robotics technology further restricts the space for research morato-
riums or bans. While any proposed regime or, in the case of this committee, CCW Proto-
col, that is overly broad is unlikely to achieve the necessary amount of state consensus 
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to form normative law, or even manifest as a treaty, anyways; it is important that policy 
makers and treaty drafters consider the benefits of robotics for peaceful applications 
and the potential ramifications moratoriums or bans on military research may cause.38

Military Utility – Two Sides of the Coin
The attractiveness of LAWS for many militaries is rather understandable. Compared to 
human soldiers, automated systems can perform tasks quicker, more accurately, for a 
longer period and at less cost. Additionally, increasing the automation of warfare allows 
states, or at least those with the economic and technological capacity to do so, to reduce 
the exposure of their soldiers to physical risks. This expands past simply the threats of 
bombs and bullets as well. Automated machines are far hardier than humans in a wide 
variety of extreme conditions and environmental hazards. LAWS, without needing to 
sleep, eat or breath could operate for long periods in frozen tundras, scorching deserts, 
in the crushing pressure of the deeps, in areas of high radioactivity or biohazards or 
even in the vacuum of space.  

There is a concern, however, that by lowering the manpower, economic and political 
cost of war, the proliferation of LAWS may make war and illegal acts of aggression more 
likely. Critics argue that by potentially removing the need for large and costly deploy-
ment of human soldiers, LAWS may ultimately make acts of military aggression seem-
ingly more worthwhile for decision makers.  In particular, states with technologically 
advanced militaries and large military expenditures may see LAWS as low-cost and 
disposable assets for invasions or aggressive actions against other states, potentially 
increasing the risk of escalation and war. Just as the proliferation of drone technology 
has increased the willingness of some larger states to project power in other states with 
targeted strikes, some wonder what a large and wealthy state with an army’s worth 
of armed robots may due to address diplomatic crises or enforce their interests. The 
solution to this problem of military utility creating a greater likelihood of use may not 
be simply solved by banning or otherwise stigmatizing ‘offensive’ automated systems. 
While, previously mentioned systems like the Phalanx CWS and South Korean Super 
aEgis II appear to be defensive systems, numerous expert studies in arms control have 
found that truly differentiating ‘offensive’ and ‘defensive’ weapons systems is nearly 
impossible.39

There is another issue that arises from the military utility of LAWS that, unlike some 
of the other concerns expressed about LAWS, is an issue that all sovereign states have 
interest in addressing: the use of LAWS systems by non-state actors. A common theme 
in arms control discussions, which also appeared above in the section on cyber-weap-
ons, is the prevention of the proliferation of technologies and their access by non-state 
actors such as terror groups. State militaries already seem to have lost the monopoly 
over the most proliferated precursor technology to LAWS, Unmanned Aerial Vehicles 
(UAVs) and other weaponized drones, in large part due to the increased accessibility of 
the technology through the civilian market. During its campaign to retake the city of 
Mosul from the non-state terror group ISIS, the Iraqi military and its allies encountered 
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weaponised UAVs built and operated by the terror group.40 The machines, built off of 
readily available civilian quadcopters, were altered by the group to drop explosive pay-
loads on targets.41 Preventing terror groups and other non-state actors from acquiring 
and using LAWS is without a doubt an issue that all states, regardless of their position 
on the systems, have a vested interest in addressing.

Control and Accountability
One of the most pressing legal issues surrounding LAWS is the threshold of control nec-
essary for lethal weapons systems and, relatedly, how to address the need for account-
ability for violations of the law of war. During the 2014 meeting of CCW parties on LAWS 
‘meaningful human control’ emerged as a major theme of discussion. The UN Institute 
for Disarmament Research noted that “for a variety of stakeholders the idea of Meaning-
ful Human Control is intuitively appealing even if the concept is not precisely defined.”42 
However, several stakeholders and legal experts have pointed out that without a precise 
definition of what ‘meaningful human control’ means in a formal sense it, at best, shifts 
the debate to a question of what is meaningful and, at worst, is a pleasant-sounding 
platitude.43 Resolving the meaning of ‘meaningful human control’ is of the utmost impor-
tance for the regulation of LAWS but any accepted definition must account for the chal-
lenges presented by LAWS in their relation to the laws of war.

1: Accountability
On accountability, the concern raised by many cautious of LAWS is that a lack of suffi-
cient human control over the behaviour of a weapons system may generate an ‘account-
ability gap’ wherein the laws of war become more difficult, or even impossible to enforce. 
As the laws of war are intended to govern human action, a machine acting independently 
of human control is not the subject of the same constraints. Moreover, punishing a ma-
chine is for violations of the law is both impossible and nonsensical.

2: Moral Responsibility
Many of the civil society and academic groups that have taken up opposition to the 
development and use of LAWS have noted this element as a major concern. Concerns 
relating to moral responsibility focus on the fact that machines are, unlike humans, not 
moral actors while the decision to kill is a heavily moral decision. 44 Groups like Human 
Rights Watch reject the argument that LAWS being devoid of emotion is a benefit, sug-
gesting instead that emotions are a key safeguard against the killing of civilians or other 
non-combatants.45

3: Controllability
Militaries generally have no interest in developing weapon systems that they cannot con-
trol. However, a military’s tolerance for risk could vary considerably across cultures and 
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strategic positions. The desire for a battlefield advantage could push militaries to build 
weapons with high degrees of autonomy that diminish human control, particularly if 
they see such weapons as necessary to confront emerging threats or to keep pace with 
other militaries. While any weapon has the potential for failure and accidents, autono-
mous weapons arguably add a new dimension, since a failure could, in theory, lead to 
the weapon system selecting and engaging a large number of targets inappropriately. 
Thus, one potential concern is the development of weapons that are legal when func-
tioning properly, but that are unsafe and have the potential to cause a great deal harm if 
they malfunction or face unanticipated situations.

Key Questions to Answer
1. What are Lethal Autonomous Weapons Systems? What is the threshold for ‘meaning-

ful human control? Are already prevalent systems like the Raytheon Phalanx CIWS 
and the newer weapons like the IAI Harpy and Harop?

2. What authority and applicability do decades-old treaties and norms like the Geneva 
Conventions, the UN Charter and the Convention on Conventional Weapons hold 
when dealing with the radically new technology and warfighting doctrines present-
ed by the emergence of cyber weapons? How can accountability be ensured in cases 
where a violation of international law is committed by a machine?

3. How can the international community prevent potentially devastating uses of robot-
ics without stifling the development of technologies legitimately beneficial to hu-
manitarian initiatives?
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Further Reading
Relevant Treaties
All available digitally through the online libraries of the International Committee of the 
Red Cross or the United Nations

• Convention on Prohibitions or Restrictions on the Use of Certain Conventional 
Weapons Which May be Deemed to be Excessively Injurious of to have Indiscriminate 
Effects

• The Fourth Geneva Convention relative to the Protections of Civilian Persons in Time 
of War

a. Summary provided by the American Red Cross at: http://www.redcross.org/imag-
es/MEDIA_CustomProductCatalog/m3640104_IHL_SummaryGenevaConv.pdf

Lethal Autonomous Weapons at the CCW – for expert testimonies, working papers and 
other documents that have been presented at previous CCW meetings on the topic of 
LAWS please see the following links:

• 2014 Meeting of Experts on LAWS: https://www.unog.ch/80256EE600585943/(http-
Pages)/A038DEA1DA906F9DC1257DD90042E261?OpenDocument

• 2015 Meeting of Experts on LAWS: https://www.unog.ch/80256EE600585943/(http-
Pages)/6CE049BE22EC75A2C1257C8D00513E26?OpenDocument 

• 2016 Meeting of Experts on LAWS: https://www.unog.ch/80256EE600585943/(http-
Pages)/37D51189AC4FB6E1C1257F4D004CAFB2?OpenDocument 

• 2017 Meeting of Experts on LAWS: https://www.unog.ch/80256EE600585943/(http-
Pages)/F027DAA4966EB9C7C12580CD0039D7B5?OpenDocument

• And for other articles and documents: https://www.unog.ch/80256EE600585943/
(httpPages)/8911312652242856C125816400449951?OpenDocument 

The Tallinn Manual on the International Law Applicable to Cyber Warfare – available 
online as a PDF or in hard copy on reserve at Carleton’s MacOdrum Library.

http://www.redcross.org/images/MEDIA_CustomProductCatalog/m3640104_IHL_SummaryGenevaConv.pdf
http://www.redcross.org/images/MEDIA_CustomProductCatalog/m3640104_IHL_SummaryGenevaConv.pdf
https://www.unog.ch/80256EE600585943/(httpPages)/A038DEA1DA906F9DC1257DD90042E261?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/A038DEA1DA906F9DC1257DD90042E261?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/6CE049BE22EC75A2C1257C8D00513E26?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/6CE049BE22EC75A2C1257C8D00513E26?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/37D51189AC4FB6E1C1257F4D004CAFB2?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/37D51189AC4FB6E1C1257F4D004CAFB2?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/F027DAA4966EB9C7C12580CD0039D7B5?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/F027DAA4966EB9C7C12580CD0039D7B5?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/8911312652242856C125816400449951?OpenDocument
https://www.unog.ch/80256EE600585943/(httpPages)/8911312652242856C125816400449951?OpenDocument
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Further Reading
“Reflections on Cyberweapons Controls” by Dorothy Denning – Written by a respected 
expert in the field of information security and a professor of Defence Analysis and the 
Naval Postgraduate School in the USA, this article details possible approaches to regu-
lating the use of cyber weapons through legal regimes. It is available at http://faculty.
nps.edu/dedennin/publications/Reflections_on_Cyberweapons_Controls.pdf. 

“Robotics at War” by Elinor Sloan in Survival Vol. 57 No. 5, October-November 2015, pp. 
107-120 – Dr. Elinor Sloan is a professor of international affairs at Carleton and a mem-
ber of the Canadian Global Affairs Institute. In this article she breaks down some of the 
key issues around LAWS into easily understood terminology.

“Are New Technologies Undermining the Laws of War?” by Braden R. Allenby in Bulletin 
of Atomic Scientists Vol. 70(1), pp. 21-21 – provides an introduction to critical compo-
nents of the laws of war, in particular distinction and proportionality, in the context of 
both autonomous weapons and cyber weapons.

“Military Robots and the Laws of War”  by P.W. Singer – PW Singer is one of the fore-
most experts, if not the foremost expert, on the emergence of LAWS, and his book Wired 
for War: The Robotics Revolution and Conflict in the 21st Century is perhaps the most 
influential work on the subject to date. In this article P.W. Singer provides and in-depth 
history of the last several decades of technological development that have led toward 
autonomous weapons and discusses how current and future robot technologies may 
interact with the laws of war. Available at http://www.thenewatlantis.com/publications/
military-robots-and-the-laws-of-war

http://faculty.nps.edu/dedennin/publications/Reflections_on_Cyberweapons_Controls.pdf
http://faculty.nps.edu/dedennin/publications/Reflections_on_Cyberweapons_Controls.pdf
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